3GPP TSG SA WG2 Meeting #125
S2-180585
22 January – 26 January 2018, Gothenburg, Sweden

Source:
Huawei, HiSilicon
Title:
Update security key issue
Document for:
approval
Agenda Item:
6.7
Work Item / Release:
FS_5WWC / Rel-15
Abstract of the contribution: This contribution proposes to update the security KI of 23.716
1. Introduction
The changes are based on the following:

1) This contribution adopt the terminology proposed in contribution S2-180580.
2) Changes the description of cooperation with BBF and SA3 into a NOTE.
2
Proposal
It is proposed to adopt the following proposals and the related changes to TR 23.716 

BEGIN 1st CHANGES

5.2.3
Key Issue #3: Security

The authentication function is responsible for the authentication of the identity (i.e. SUPI) that is presented to the network, when a UE requests to receive service(s) from Wireless wireline convergence.

Two scenarios are considered in this key issue:

a)
5RG and RG connect via wireline access or 5RG connects via NG RAN to the 5GC.

b)
3GPP UE connects to the 5GS via 5RG/RG.
Editor's note:
The scenario of devices connected to 5G which are not 3GPP UE (e.g. laptop, PC table not supporting N1 interface) is FFS.

The solution for this key issue will study the following aspects:

-
Overall security architecture for Wireless wireline convergence based on the unified authentication framework, e.g which network element will responsible to perform the authentication.

-
How authentication solution efficiently and adequately supports the Wireless wireline convergence. In particular the key issue will study:

-
Whether and how existing wireline access network authentication solutions (e.g. PPPoE, 802.1X, DHCP Option 82, etc.) may be considered.

-
Whether and how NAS based authentication apply to Wireless wireline convergence.

NOTE: The solutions for this key issue will be developed in co-operation with BBF for wireline access network security are involved and with SA WG3 for 3GPP security are involved.
END of CHANGE
